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At Interstate Snacks, Inc., management wants to maximize the return on their investment
in Windows 7. The IT group has requested that you prepare user training materials to
teach employees how to make best use of Windows 7 files, applications, libraries, and file
encryption. You need to learn as much as possible about these technologies to provide
accurate materials and in-depth training.

Installing and Managing Applications

The terms “application’

>

and “program” are used

interchangeably in this
book.

CERTIFICATION READY
What are the differences

between local and
networked applications?

In Lesson 2, you
learned about Microsoft

Application Virtualization
(App-V), which represents

one way to deliver appli-
cations over a network.
However, it requires a
supporting virtualization
infrastructure.

Q

You install applications, or programs, either at the local level or the network level.

A local installation results in the software files running directly from a computer.
Installing over a network generally means the software files are made available from an
application server on a network. The network method, along with Group Policy, gives
an administrator more efficient control over who can use the software and who can
remove it.

An application is a program that runs “on top” of the operating system or from a server, and
helps a user perform a specific task, such as word processing, appointment scheduling, or
accounting. Some applications are included with Windows—such as Notepad for simple text
editing or Internet Explorer for browsing the Web. Other applications must be licensed from a
software publisher, such as Microsoft, Adobe, and Intuit, and then installed on your computer
locally or on a server.

This section explores application installation and management in Windows 7. Installing

i ication o t@r g al ins tattat cg8s yarigsa bit
PRODUCTNQTEORIRESALE .
more efficiently tackled using a network. For example, you can use Group Policy to install

and control access to applications. Uninstalling applications is a breeze, whether local or
over a network.

In Windows 7, users might access applications in a variety of ways. For applications that
users must be able to run with or without network or Internet access, you should install
those applications directly on individual computers. This involves running setup.exe or a
Microsoft Installer (which usually has an .msi file extension) in Windows 7, or building a
custom installation image that includes one or more pre-installed applications. In this case,
you install the application directly onto a computer running Windows 7; it’s considered to
be a local application because it stays with that computer.

If you're working in a networked environment with a domain, it's more efficient to store
the application’s installation files in a network location; they are installed on the client
computer or are available to run from the server when users log on. Many IT administrators
want to maintain tight control over specific applications, so administrators require that all
users access applications from a network rather than locally. As you'll learn in this lesson,
Group DPolicy gives administrators control over which users, computers, or groups can have
access to applications.

INSTALL AN APPLICATION LOCALLY

GET READY. To install an application in Windows 7, perform the following steps:
1. Start the application’s installation program.

e If installing from a CD/DVD, insert the application’s installation media into your
computer’s CD/DVD drive. The installer program should run automatically.
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e If installing an application you downloaded from the Web, or if the installer program
doesn’t start automatically when inserting a CD/DVD, open Windows Explorer, browse
to the location of the application’s installer program (such as setup.exe), and then
double-click it.

2. Follow the prompts to install the application.

Every program is different, but most programs prompt you to accept the license agreement,
select a location on your computer in which to install the software files, and then enter a
product ID or key.

Removing or Uninstalling an Application

A user or administrator might need to remove, or uninstall, a local application for a
variety of reasons. Windows 7 provides the Programs and Features applet in Control
Panel for this purpose.

Application removal means uninstalling a program from your computer. In the process, the pro-
gramss files are removed, but not the data created while using the program. Some applications
come with a utility for uninstalling the program when it’s no longer needed (see Figure 4-1).
However, many programs written to run in Windows 7 make use of the Programs and Features
applet in Control Panel (see Figure 4-2).

CERTIFICATION READY

How are applications
removed or uninstalled?

3.1

Figure 4-1 | QuickTime

Some applications provide [BA] ‘Bbout QuickTime
uninstall utilities to remove the [@] PictureViewer

" TICERSESSEREPUET NOT-FORRESALE

) Recovery Manager

Figure 4-2 B >)
The Programs and Features @\:}ﬂ » Control Panel » Programs b Programs and Features « [ 4 |[ Search Programs and Features o]
applet n Contr0| Panel Control Panel Home
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
&) Turn Windows features on or
ot Organize ~ = @

Mame - Publisher Installed On  Size Version =

[T Acrobat.com Adobe Systems Incorporated 2/27/2010 160 ME 1665 |;|

;‘ Add or Remove Adobe Creative Suite 3 Web Premium  Adobe Systems Incorporated 3/10/2011 214GB 10 L

.}: Adobe Acrobat 9 Pro - English, Frangais, Deutsch Adobe Systems 9/13/2011 9456

BB Adobe ATR Adobe Systems Incorporated 8/5/2011 27019530

(&l Adobe Captivate 5 Adobe Systems Incorporated 472072011 145GB 5

E]:lAdoba Captivate Quiz Results Analyzer Adobe Systems Incorporated 4/20/2011 10

| Adobe Captivate Reviewer Adobe Systems Incorparated 4/20/2011 20

nAdoba Community Help Adobe Systems Incorporated. 4/8/2011 3523

B Adobe Flash Player 10 ActiveX Adobe Systems Incorporated 872372011 6.00 MB  103183.7

B Adobe Flash Player 10 Plugin Adobe Systems Incorporated 8/10/2011 6.00 MB 1031835

5] Adobe Media Player Adobe Systems Incorporated 4/8/2011 18

HAdDbE Reader X (10.1.1) Adobe Systems Incorporated 9/15/2011 160 ME 1011

[] Amazon Kindle For PC Amazon 2/28/2011

‘ﬁAppleApphcat\on Support AppleInc. 1/27/2011 601 MB 201

7 Apple Mobile Device Support AppleInc. 6/8/2011 26MB 3412

(®) Apple Software Update AppleInc. 6/8/2011 225MB 213127

ETIATI Catalyst Install Manager ATl Technologies, Inc. 12/29/2010 224MB 307900 -

< m ]

:-*f‘ Currently installed programs Total size: 13.6 GB
k & 131 programs installed

Using Programs and Features, simply browse the list of programs, click the program you
want to uninstall, and then click Uninstall on the toolbar. Follow the prompts that display
until the program is removed. You might be prompted to restart your computer.



You'll learn about the
Windows registry later

in this lesson and in
Lesson 7. You'll learn
about Safe Mode, other
boot options, and System
Restore in Lesson 8.

Figure 4-3

The Windows Features
dialog box

LICENSED

4= MORE INFORMATION
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If the program does not uninstall properly, try running the uninstall process again. You can
also try uninstalling the program in Safe Mode. Rolling back (or returning) to a previous
system state using System Restore might also resolve the problem. Doing so, however, will
also “uninstall” other programs that were installed since the last system restore point was
saved. As a last resort, contact the software publisher to find out how to manually remove
the application from your computer. (A manual removal involves editing the registry and

deleting files and folders.)

Sometimes you simply need to change or repair a program rather than uninstall it. Some
programs provide those options, which will display on the Programs and Features toolbar
when you select the program in the list.

In addition, you can turn Windows features on and off—no installation/uninstall is required.

In the Programs and Features window, in the left pane, click Zirn Windows features on or off In
the Windows Features dialog box (see Figure 4-3), select the check boxes of features you want
to turn on and deselect those you want to turn off.

F ™%
Windows Features l == g

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box. &
filled box means that only part of the feature is turned on.

EYCII) Garne:|

]| _ Indexing Service
‘ || Internet Explorerd
Internet Information Services

| PECDEDEUE"F”‘N*@T“FOR RESALE

Microsoft MET Framework 3.5.1
. |:| Microsoft Message Queue (MSMQ) Server

J Print and Document Services

. Remote Differential Compression

, RIP Listener

J Simple Metwork Management Protocol (SNMP)
, Simple TCPIP services (i.e. echo, daytime etc)
|, Tablet PC Components

) Telnet Client

| Telnet Server

, TFTP Client

| Windows Gadget Platform

, Windows Process Activation Service

, Windows Search

, Windows TIFF IFilter

| XPS5 Services

| XPS Viewer

(]

B
SE0S0SO000000049

ok || Cancel

For more information about installing and uninstalling applications in Windows 7, visit http://windows.microsoft.
com/en-US/windows7/Install-a-program and http://windows.microsoft.com/en-US/windows7/Uninstall-or-change-
a-program, respectively.
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Understanding Group Policy and Network Application Installation

In a Windows network in a domain environment, administrators can use Group Policy
to ease the burden of administering and managing many users and client computers.
Group Policy lets you control who may install software, and on which computers, and
helps you push software updates and security configurations across the network. Group
policies also exist in Windows 7 and other Windows operating systems. They are referred
to as Local Group Policies and affect only the users who log on to a particular computer.
This section focuses on Group Policy at the network domain level.

Group Policy is a collection of settings (policies) stored in Active Directory on a Windows
CERTIFICATION READY network. Active Directory is an infrastructure (directory) that stores information and objects.

How are network An object can be a file, a printer, a computer, a user account, or other entities. Objects in Active
applications installed Directory are linked to Group Policy objects (GPOs), which are used by administrators to control
using Group Policy? users and computers on a network and to deploy applications, software updates, and security.
Group Policy affects users and computers contained in sites, domains, and organizational units.

Group Policy is supported in Windows 7 Professional, Ultimate, and Enterprise editions.
TAKE NOTE . . . : . I
Active Directory was renamed Active Directory Domain Services in Windows Server 2008.

Group Policy works well in small to large environments whether an organization is located in a
single area or has multiple offices spread around a state or several states, for example. It’s easiest
to manage in mostly “heterogencous environments,” in which many of the client computers

use the same hardware and users use much of the same software with the same conﬁéurations.

LICENSILL) s M) fpioks AN Qhelont ) ek

R2 Active Dlrectory Domain Services (AD DS), using Group Pohcy to push applications to
users or computers is efficient. Using Group Policy, you can assign or publish an application
to all users or computers in a designated site, domain, organizational unit (OU), or to a local,
individual user or computer.

For example, let’s say you're deploying Microsoft Office for more than 20 users. If you set up
Group Policy to assign the software on each computer, the software is installed the next time
the computer starts and any users with the correct permissions who log on to the computer
run the software. If you use Group Policy to assign the software to users, the next time an
authorized user clicks the Microsoft Office shortcut or menu item, the software installs on the
user’s computer and Office opens. If you publish an application to users, the next time a user
logs on, he can choose to install the software from a dialog box that appears.

With Group Policy, you can control which users can use the software. If a user logs on who
. . . « ) :

isn’t authorized to run the software (considered “out of scope”), the software can be uninstalled
automatically.

Once software is installed, you can push updates to the software and even upgrade programs
using Group Policy.

O INSTALL AN APPLICATION FROM A NETWORK LOCATION

GET READY. Configuring Group Policy in Windows Server is beyond the scope of this
book, but this exercise shows you how to install an application from a network location in a
domain, from the user’s perspective. Perform the following steps:

1. Click Start > Control Panel > Programs > Programs and Features. In the left pane,
click Install a program from the network.
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2. Browse the list of programs, click a program you want to install, and then click
Install.

These steps work if you
set the GPO to install
an application to a user
versus a computer.

Follow the prompts to move through the installation. You might be prompted for an
administrator password or confirmation during the installation.

== MORE INFORMATION

For more information about Group Policy in Windows 7, visit http://windows.microsoft.com/en-US/windows7/
Group-Policy-management-for-IT-pros. To learn how to use Group Policy to remotely install software in Windows
Server 2003 and in Windows Server 2008, visit http://support.microsoft.com/kb/816102

Understanding Services

Services run in the background on a Windows system to help the operating system run
other programs. The Services console is the central management point of services in
Windows Vista and Windows 7.

¥

THE BOTTOM LINE

o=t

Windows uses services to handle requests for print spooling, file indexing, task scheduling,
the Windows Firewall, and much more. Services run in the background, essentially helping
the operating system work with other programs. Although services do not usually have user

PRODOUESTNOTFORRESALE

Figure 4-4 Export List button
. . \
The Services console in B oo \ (o [
Windows 7 View \gep \
C®Hm > muw
Print Spooler Name : Description Status  Startup Type Log On As -
£ ActiveX Installer (AxlnstSV) Provides User Account Control validation for the i.. Manual Local System
S e 5 Adaptive Brightness Monitors ambient light sensors to detect changes... Manual Local Service H
3 Adobe Acrobat Update Service Adobe Acrobat Updater keeps your Adobe softwa... Stated  Automatic Local System
£, AMD External Events Utility Started  Automatic Local System
Description: G, Andrea ST Filters Service Started Automatic Local System
;‘;f“:;;"“ e % Apple Mobile Device Provides the interface to Apple mobile devices. Started  Automatic Local System
% Application Experience Processes application compatibilty cache request... Started  Manual Local System
%, Application Identity Determines and verifies the identity of an spplicat Manual Local Service
3, Application Information Facilitstes the running of interactive applicstions .. Staited  Manual Local Systern
%, Application Layer Gateway Service Provides support for 3rd party protocal plug-ins f Manual Local Service
2 ASP.NET State Service Provides support for out-of-process session states... Manual Network Service
5 Audio Service Manages audio jack configurstions, Started  Automatic Local Systern
£ Authentication Service Provides user authentication services Started  Automatic Local System
2% Background Intelligent Transfer Service  Transfers files in the background using idle netws.. Stated  Automatic (Delayed Start)  Local System
7% Base Filtering Engine The Base Filtering Engine (BFE) is s service that m... Started  Automatic Local Service
% BitLocker Drive Encryption Senvice BDESVC hosts the BitLocker Drive Encryption seni Manual Local System
7% Block Level Backup Engine Service The WBENGINE service is used by Windows Back... Manual Local System
Standard tah  ©Bueeot sueren seice The Bluetooth service supports discovery and ass... Manual Local Service
7% Bonjour Service Ensbles hardware devices and software senices to.. Started  Automatic Local System
£ CarboniteSenvice Carbonite Backup Service Started  Automatic Local System
Exte ed tab .f.:.‘,(‘ertlﬁ(ate Propagation Copies user certificates and root certificates from ... Manual Local System
£k CinemaNow Service Started  Automatic Local System
£k CNG Key Isolation The CNG key isolation service is hosteflin the LSA... Started  Manual Local System
[l I |
Extended , Standard

Details pane

A Windows 7 system can have more than 100 services running at any one time. Each computer
can have different services running, depending on the version of Windows in use, the computer
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manufacturer, and the applications installed, but Windows 7 generally uses many of the same
services across its editions.

To use the Services snap-in and configure services, you must be a member of the Account
Operators group, the Domain Admins group, or the Enterprise Admins group, or you must
have received the appropriate authority. Using the Run as command to open the Services
console ensures you have the proper level of authority.

You can access Windows services in many different ways:

* Click Start, type services in the Search programs and files search box, and then click
Services or services.msc in the resulting list. (Or right-click Services or services.msc and
select Run as administrator. You must provide an administrative password or confirm to
continue.) The Services console displays.

* In Computer Management, expand the Services and Applications node and click
Services.

* In Administrative Tools, double-click Services or double-click Component Services and
then click Services.

* Open Task Manager and click the Services tab.

* Open MSCONFIG and click the Services tab. (MSCONFIG is covered in the next section
in this lesson.)

The Extended and Standard tabs (at the bottom of the Services console) both display all of
the services in the system; however, the Extended tab provides descriptive information for a
selected service in the space to the left of the details pane. Sometimes a link is displayed for
you to get more information about a particular service.

R ENS B R ROD UGS NG DR ESAL E

define how a service recovers from failures; or view a list of service, program, and
driver dependencies. To use any of these options, double-click the service to open its
Properties dialog box.

information to a .txt or
.csv file.

Understanding Service Startup Types

The General tab in the service’s Properties dialog box (see Figure 4-5) provides options for

CERTIFICATION READY . .
setting a services startup type:

What are the four service

startup types?

* Automatic (Delayed Start): The service starts approximately two minutes after the
operating system is up and running.

* Automatic: The service starts as the operating system starts.

* Manual: The service must be started manually, by a user, a dependent service, or a
program.

e Disabled: The service is disabled and will not start.

Be careful when disabling any services. Some services, such as Security Center and Windows

Firewall, should not be disabled unless the computer is behind a hardware firewall. Many

computer users disable unnecessary services to optimize the speed of their computers. You
TAKE NOTE . . s ;

should create a system restore point (covered in Lesson 8) before disabling services. And

although it’s time consuming, you should disable one service at a time, reboot your com-

puter, and check for side effects of disabling that service before disabling any other services.
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The General tab
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TAKE NOTE

CERTIFICATION READY
Which service or user

accounts can you specify
a service to use?
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r ™
Print Spooler Properties (Local Computer) M

General | Log On I Recovery | Dependencies |

Service name: Spooler
Display name: Print Spoaler
Description: Loads fles to memory for later printing -
I =
Path to executable: Startup type drop-down list
CAWindows\System 32 \spoolsv exe
Startup type: ’.Pu_rtomatic B ']
Help me configure service startup options.
Service status:  Started
H
Il Start Pause Resume

You can specily the start parameters that apply when you start the service
| from here.

Start parameters:

oK || Cancel || 2eply

You can also start, stop, pause, or resume a service using the buttons in the Service status section.

BROBUE T NG EOMRESAEET
spohdihg=Yotr¥e restarted che prineer af€w times but tat didn’t Wotk: e , just

restart the Print Spooler service in the Services console to clear the print queues.

While troubleshooting a service, try pausing the service (if it’s an option) and then unpausing
the service before stopping and restarting the service. By pausing and then continuing, you
might be able to resolve the problem without having to reset connections or cancel jobs.

The Log On tab (see Figure 4-6) allows you to specify the user account the service can use, which
might be different from the logged-on user or the default computer account. Your options are:

* Local Service account: Click 7his account and then type NT AUTHORITY\
LocalService. The Local Service account is a built-in account (it’s already created in
the operating system). It can run services in the background but has limited access
to resources and objects, which helps protect the system if individual services are
compromised. No password is required.

* Network Service account: Click 7his account and then type NT AUTHORITY\
NetworkService. The Network Service is similar to the Local Service account but is
geared for networking services. Like the Local Service account, the Network Service
account can run services in the background but it helps to protect the computer from
compromise.

¢ Another account: Click 7his account, click Browse, browse for a different user account,
select it, and then click OK. Type the password for the user account you selected and
then click OK.

The service will run in the security context of the account you choose.
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Figure 4-6

The Log On tab
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Figure 4-7

The Recovery tab

" h
Print Spooler Properties (Local Computer] u
——
|Ge.-ne:ﬂ| Log On |Hecovay|Dq>endenc:es|
Log on as:
(@ Local System account
Allow service to interact with deskiop
[ | @ This account: | | | Browse...
|
Fazzword: | | |
L Canfirn pazsward: | | |
1
| Help me configure user account log on options.
I
|
!
i |
L
"
"
k Lok [CGomodl ) [ oy |
— —— — A

The Recovery tab (see Figure 4-7) lets you choose recovery actions the computer will take if a

e SREESATE

connections.

restart the computer to clear memory and refres

E’Print Spooler Properties {L;;Computih < gs‘
Select the computer’s response if this service fails. el me sef Up recovent
actions!

First failure: lﬂﬁtan the Service v]

i Second failure: [H&da‘l the Service & ]

| Subsequert failures: [Tdce Mo Action vl

i Reset fail count after: 17 days :

i Restart service after: 1T minutes

| Enable actions for stops with emors. Restart Computer Options... | |

. Run program I

| Program:

I | | | Browse. . | 1

I Cormmand line pararneters: | |

| ["] Append fail court to end of command line (fail=%1%)

i

k ok J[ Concel J[ ey |

— — —_— J
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What is a service

dependency?

Figure 4-8

The Dependencies tab
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The Dependencies tab (see Figure 4-8) shows you which services depend on other services

to run. A dependent service starts after the service upon which it depends starts. Stopping a
service also stops any other service that depends on it. There are no options available on this
tab—it’s informational only. However, before you stop or disable a service on the General tab,
you should view the information on the Dependences tab to know which other services might
be affected by your change.

' ™
Print Spooler Properties (Local Computer) ﬂ

| General | Log On | Heco\rewl Dependencies |

Some services depend on other services, system drivers or load order
groups. If a system component is stopped, or is not running properly,
dependent services can be affected.

Print Spooler

] This service depends on the following system components:

[H-48h Remote Procedurs Call (RPC)

The following system companents depend on this service:

--@,, Fax
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CONFIGURE A SERVICE

GET READY. To configure a service in the Services console, perform the following steps:

1. Click Start and in the Search programs and files search box, type services, right-
click services.msc in the resulting list, select Run as administrator, click Yes to
continue (or type a password), and then press Enter.

2. In the details pane, double-click the service that you want to configure, such as Print
Spooler (see Figure 4-9). The service’s Properties dialog box displays.

3. On the General tab, click the Startup type drop-down list (see Figure 4-10). Select
Automatic (Delayed Start), Automatic, Manual, or Disabled.

4. Click the Log On tab. To specify the user account that the service can use to log on,
perform one of the following steps:

e To use the Local System account, click Local System account.

® To use the Local Service account, click This account and then type NT AUTHORITY\
LocalService.

¢ To use the Network Service account, click This account and then type NT
AUTHORITY\NetworkService.

¢ To specify another account, click This account, click the Browse button, and then
specify a user account in the Select User dialog box that displays. Click OK to save
your changes and close the dialog box.
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Figure 4-9

& Services

(= [ o)

The Print Spooler service in the
Services console

Figure 4-10

Selecting a startup type

LICENS

File Action View Help

£, Services (Local)

st
Print Spooler Name = Description Ststus  Startup Type Log On As -
3, Performance Counter DLL Host Enables remote users and 64-bit processes to quer... Manual Local Service
Stop the service Performance Logs & Alerts Performance Logs and Alerts Collects performanc... Manual Local Service
Restart the service
% Plug and Play Enables a computer to recognize and adapt to har.. Started  Automatic Local System
5, PnP-X IP Bus Enumerator The PnP-X bus enumerator service manages thev... Started  Automatic (Delayed Start)  Local System
Description: %, PNRP Machine Name Publication Service This service publishes a machine name using the . Manual Local Service
:::‘:fg“‘" memory:farlater % Portable Device Enumerator Service Enforces group policy for removable mass-storag. Manual Local System
5 Power Manages power policy and power policy notificati... Started  Automatic Local System
Print Spooler B ¢ later printing Automatic
4, Problem Reports and Solutions Control... This service provides support for viewing, sending Manual Local System
4, Program Compatibility Assistant Service  This service provides support for the Program Co...  Started  Automatic Local System
2, Protected Storage Provides protected storage for sensitive data, suc... Manual Local System
Quality Windows Audio Video Experience Quality Windows Audic Video Experience (qWave... Manual Local Service
%% RedSeal Admin Server Manual Local System
1%, RedSeal Server Manual Local System
, RedSeal DB Manual Local Service
%, Remote Access Auto Connection Mana... Crestes a connection te a remote network whene... Manual Local System
2, Remote Access Connection Manager  Manages dial-up and virtual private network (VPN... Manual Local System
% Remote Desktop Configuration Remote Desktop Configuration service (RDCS) is f.. Manual Local System
2 Remote Desktop Services Allows users to connect interactively to 2 remote ... Manual Network Service
2, Remote Packet Capture Protocol v.0 {ex... Allows to capture traffic on this machine from a r. Manual Local System
$b Remote Procedure Call (RPC) The RPCSS service is the Service Control Manager Started Automatic Network Service
% Remote Procedure Call (RPC) Locator In Windows 2003 and earlier versions of Windows,. Manual Network Service
2, Remote Registry Enables remote users to madify registry settings o. Manual Local Service &

< 3

] »

Extended / Standard

-

Print Spooler Properties (Local Computer) d u‘

General |LogDn |Hecovay|Dependencea|

Service name: Spooler

Display name: Print Spooler

Description: Loads files.to memony for later printing -

RRRODUCT NOT-F(

CAWindowshSystem 32 spoolsy exe

seeotre: (o —

Automatic (Del Start
Help me configure ¢

Manual '

y Disabled l
Service status:  orameg

| Start | [ Stop l | Pause l | Resume | |

You can specily the start parameters that apply when you start the service
fram here.

Start parameters: | |

DRIRESALE

5. Type the password for the user account in the Password
password text box, and then click OK. You do not have

text box and the Confirm
to type a password if you

selected the Local Service account or Network Service account.

== MORE INFORMATION

For more information about Windows 7 services, visit http://msdn.microsoft.com/en-us/library/windows/desktop/
ms685141(v=vs.85).aspx
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Using MSCONFIG (System Configuration utility)

CERTIFICATION READY
What is the purpose of

MSCONFIG?

LEEENSED

Use MSCONFIG, also known as the System Configuration utility, to troubleshoot and
diagnose startup problems.

MSCONFIG, also known as the System Configuration utility, lets you enable or disable
startup services, set boot options such as booting into Safe Mode, access tools like Action
Center and Event Viewer, and more. You'll use this utility mainly to troubleshoot startup
problems with Windows.

Understanding MSCONFIG

To open System Configuration, click Start, type msconfig in the Search programs and files
search box, and then click msconfig.exe from the resulting list. The System Configuration
window displays, showing the General tab (see Figure 4-11). Normal startup is selected by
default (unless you've previously changed startup settings). A normal startup runs all device
drivers and services. Other options include the following:

* Diagnostic startup: Runs basic devices and services only; equivalent to starting the
computer in Safe Mode.

* Selective startup: Starts the system with some or all system services and startup items

disabled.

General |Boul; IServiceq_I Startup | Tools |

Startup selection
(@ MNormal startup
Load all device drivers and services

() Diagnostic startup
Load basic devices and services only

() Selective startup
/| Load system services
/| Load startup items

Use original boot configuration

s

The options on the Boot tab (see Figure 4-12) enable you to adjust boot options, usually for
diagnostic purposes. The Boot tab options match the options in the Advanced boot configuration
menu that displays when you press F8 at startup. To boot the system into Safe Mode, select the
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Safe boot check box. When you do this, the Minimal option is selected by default. The other safe
boot options are:

* Alternate shell: Boots to the command prompt without network support.

* Active Directory repair: Boots to the Windows GUI and runs critical system services
and Active Directory.

¢ Network: Boots into Safe Mode with network services enabled.
The options in the right column are as follows:

¢ No GUI boot: Disables the Windows Welcome screen.
* Boot log: Creates a boot log of startup activity in a file named ntbtlog.txt.
* Base video: Starts the Windows graphical user interface using standard VGA drivers.

* OS boot information: Displays driver names as drivers are installed during the startup
process.

. i r u‘
Figure 4-12 B3 sSystem Configuration
The Boot tab

General | Boot |Servi::es ISErmp I Tools |

Windows 7 (C:\Windows) : Current OS; Default 05

LICENSE

Boot aplions Timeouts
[] safe boot [T o GUI boot 30 seconds
Minimal [[|Bootlog
Alternate shell | Base video
Active Directory repair ] o5 boat information [ Make all boot settings
permanent
Metwork

ox ) [Ccaned [ ooy | [ b ]

You can make boot options permanent by selecting the Make all boot settings permanent
_ check box, clicking Apply, and then clicking OK. Administrators often do this on test
TAKE NOTE .
computers that they use to test new programs and updates before rolling them out to
ordinary users.

You use the Services tab (see Figure 4-13) to enable or disable Microsoft and third-party
services. These are the same services that display in the Services console covered earlier in
this lesson.

The Startup tab (see Figure 4-14) allows you to enable or disable startup programs by select-
ing or deselecting the check boxes. The Startup tab lists the name of the startup item, its
manufacturer, the path to and the name of its executable file, its location in the Windows
registry, and the date it was disabled (if applicable).
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The Services tab

igure
The Startup tab
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L

-
El System Configuration

=

Services |Startup | Tools

Service
Adobe Acrobat Update Service

Manufacturer

Status Date Disabled e

Adobe Systems Incorporated  Running

Application Experience Microsoft Corporation Stopped

Andrea ST Filters Service Andrea Electronics Corpor...  Running

Application Layer Gateway Service Microsoft Corporation Stopped

AMD External Events Uiility AMD Running

Application Identity Microsoft Corporation Stopped

Apple Maobile Device Apple Inc. Running

Windows Audio Endpaint Builder Microsoft Corporation Running

Windows Audio Microsoft Corporation Running

ActiveX Installer (AxInstsy) Microsoft Corporation Stopped

Bitl ocker Drive Encryption Service  Microsoft Corporation Stopped

[¥] Base Filtering Engine Microsoft Corporation Running ki
Mote that some secure Microsoft services may not be disabled. | Enable al | [ Disable al ]
l_il Hide all Microsoft services

Looc J[ cancel J[ ooy || R |
A

Choose to hide Microsoft
services to narrow the list

Disable all services at
once using this button

Aok
]'General I Eo:h] Ser'u'icesi Startup Toals |

Startup Item Manufacturer Command Location *
Synaptics Pointing Device Driver Synaptics Incorporated BaProgramFiles%6\Syna. ..
HF Tone Control Hewlett-Packard C:'\Proagram Files\Hewle... HKLM\SOF
Java(TM) Platform SE 6 U17 Sun Microsystems, Inc.  "C:'Program Files\Java... HKLM\SOF
HP'WirelessAssistant Unknown C:'\Proagram Files\Hewle... HKLM\SOF
Microsoft InteliPoint Microsoft Corporation "c:\Program Files\Micro...  HKLM\SOF
IDT PC Audio 10T, Inc. C:'Program Files\IDT\...  HKLM\SOF
Intel(R) Common User Interface  Intel Corporation C:\Windows\system32\... HKLM\SOF
Intel(R) Common User Interface  Intel Corporation C:\Windows\system32\... HKLM\SOF
Intel(R) Common User Interface  Intel Corporation C:\Windows\system32\... HKLM\SOF
Intel(R) PROSet/Wireless Intel(R) Corporation "C:\Program Files'Com... HKLM\SOF
Adobe Updater Startup Utility &dobe Systems Incor...  "C:'Program Files (x86)... HKLM\SOF
[FF] Pl 1 lend b Tl T | [ PRPNSroy | P Y S P [P W Tl e
EH| 1l 3

[ Enable al | | Disable all |

Lok [ Ganed [[ ey || heb |

Finally, the Tools tab (see Figure 4-15) lists many programs you can start for reporting and
diagnostic purposes. Some of the tools are Change UAC Settings, Event Viewer, Performance
Monitor, and Task Manager.
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Figure 4-15 ( El sSystem Configuration g‘
The Tools tab
| General | Boot | Services [ Startup | Tools |

Tool Mame Description i

About Windows Display Windows version information.

Change UAC Settings Change User Account Control settings.

Action Center Cpen the Action Center,

Windows Troubleshooting Troubleshoot problems with your computer.

Computer Management View and configure system settings and components.

System Information View advanced information about hardware and software settings.

Event Viewer View monitoring and troubleshooting messages.

Programs Launch, add or remove programs and Windows components.

Fiviafpm Pronerties View hasic information aboot veor rnmrujfﬁir svatem sethinns. e

4 1 3

Selected command:
C:\windowssystem32winver,exe

CHANGE SYSTEM CONFIGURATION SETTINGS

GET READY. To configure settings in the System Configuration utility, perform the following steps:

1. Open the System Configuration utility by clicking Start, typing msconfig in the Search
LICENSEDBREBHE NG R SNRESAT e
Provide an adminiStratiVe password or confirm to contind€, wheh pfo .
2. C(lick the Boot tab, select the Safe boot check box (see Figure 4-16), and then click OK.
3. Restart your computer. The computer starts in Safe Mode.

Figure 4-16 El System Configuration g
Selecting the Safe boot option
on the Boot tab General | Boot | Services [ Startup | Tools |

Windows 7 (C:\Windows) : Current 05; Default 05

[ Advanced options. .. ] | Set as default | | Delete
Boot oplions Timeout:
Safe boot Mo GUI boot 30 seconds
@) Minimal Boot log
i) Alternate shell Base video
i) Active Directory repair 05 boot information Make all boot settings
- permanent
() Network

o< J[ concd J[ mooy J[ rnep |

Safe boot option
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Clicking a column head-
ing arranges the entries

in alphabetical order.

Figure 4-17

Disabling an unneeded service
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Figure 4-18

Disabling an unneeded startup
item
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4. Open the System Configuration utility, click the Boot tab, deselect the Safe boot check
box, click OK, restart your computer, and then return to the System Configuration utility.

5. Click the Services tab. Browse the list of services and select a service that is not
needed on your PC. In this example, we use the LightscribeService Direct Disc
Labeling Service because it’s seldom, if ever, used. Deselect the check box to the left
of the service name (see Figure 4-17). Click Apply.

El System Configuration

|

Services | startup | Tools

3

[[F] Hide all Microsoft services

Service Manufacturer Status Date Di =
Intel(R) PROSetMireless Event Log Intel(R) Corporation Running
Intel(R) PROSetMireless Registry Service Intel(R) Corporation Running
Interactive Services Detection Microsoft Corporation Stopped
Internet Connection Sharing (ICS) Microsoft Corporation Stopped D
IP Helper Microsoft Corporation Running
iPod Service Apple Inc. Running
IPsec Policy Agent Microsoft Corporation Running
KtmRm for Distributed Transaction Coordinator  Microsoft Corporation Stopped
LightScribeService Direct Disc Labeling Service  Hewlett-Packard Company Running
Link-Layer Topology Discovery Mapper Microsoft Corporation Stopped
|7|| Microsoft .MET Framework MGEM v4.0,30319,., Microsoft Corporation Stopbped i
4 LI 4
Note that some secure Microsoft services may not be dizabled. [ Enable al ] [ Disable al ]

A &

B

Deselect a service to disable it

6. Click the Startup tab. Browse the list of startup items and deselect an item that you
don't want to start when your computer starts. In our example (see Figure 4-18), we
deselected the Lightscribe program. Click Apply.

Bl sSystem Configuration

S|

| General | Boot | Services | Startup | Taols |
e
Startup Item Manufacturer Command Location -
Java(TM) Platform SE 6 U117 Sun Microsyste... "C:\Program Fil... HELM\SOFTWAREM...
Java(TM™) Platform SE Auto Updat... Sun Microsyste,., "C:\Program Fil... HKLM\SOFTWARE),..
LightScribe Hewlett-Packar... C:VProgram Fil... HEKCU\SOFTWAREY...
Microsoft InteliPoint Microsoft Corp... "c:\Program Fil...  HELM\SOFTWAREM...
Photozig Albums Media Detector Unknown C:\Program Fil...  HKCU'\SOFTWAREL...
QuickTime Apple Inc. "“C:\Program Fil,.. HKLM\SOFTWARE),..
[ QuickTime Apple Inc. "C:\Program Fil... HKLM\SOFTWARE),..
Software Manager Acresso Corpo...  "C:\ProgramDa... HECU'SOFTWAREY...
StartowToolbarHelper Unknown "C:\Program Fil... HKLM\SOFTWARE),..
Synaptics Pointing Device Driver Synaptics Inco...  %GProgramFiles... HELMYSOFTWAREM...
VMware Workstation VMware, Inc. "C:\Program Fil... HKLM\SOFTWARE),..
=
1 ] | 3
| Enableal | [ Disableal |
Lok J[ ol J[ apoy [[ Heb |
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7. Click the General tab and notice (see Figure 4-19) that Selective startup is now
selected (instead of the Normal startupsetting).

1 - . ™y
Figure 4-19 El System Configuration g
Selective startup enabled

General |Boot | Services | Startup | Tools |

Startup selection
() Normal startup

Load all device drivers and services
() Diagnostic startup

Load basic devices and services only

Load system services
[H] Load startup items

[¥] Use original boot configuration

Lok J[ coameel J[ seey |[ Hep |

LICENSEDPRODUC T NOEFORIRESALE
Eyou have any problems with your system after disabling a service or startup item, return to

the System Configuration utility and enable the service or startup item.

== MORE INFORMATION

For more information about System Configuration, visit http://windows.microsoft.com/en-US/windows-vista/
Using-System-Configuration

Understanding File Systems

The three primary types of file systems for Windows are FAT, FAT32, and NTES. It’s best
*LB_O_T_T_O.M_LLME to use NTFS-formatted disks for Windows Vista and Windows 7 because NTFS handles
small to very large hard disks, provides better security, and is the most reliable.

A file system is the overall structure your computer uses to name, store, and organize files
and folders on a hard disk or partition. The file system provides a map of the clusters (the
basic units of logical storage on a hard disk) that a file has been stored in. When you install
a hard disk in a computer, you must format it with a file system. Today, the primary file
system choices for a computer that will run Windows are NTFS, FAT32, and FAT. In
Windows 7, you can view file systems in use on your computer from the Disk Management
MMC snap-in (see Figure 4-20).



Figure 4-20

The Disk Management MMC
snap-in displays disks and
partitions as well as the file
system in use

CERTIFICATION READY
What are the differences

between FAT, FAT32, and
NTFS?
4.1

TAKE NOTE

You can view all avail-
able disks in the
Windows Computer
folder in the Hard Disk

Drives section.

Table 4-1

Comparing FAT, FAT32, and
NTFS
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Drive (volume) label

and drive letter File system(s) listed here

= Disk Management l. = é
File Acton View Help

e=| Bl @
Volume | Layout | Type File System ‘ Status | Capacity | Free Spa... | % Free Fault Tolerance
& (G) ® Simple Basic NTFS Healthy (Boot, Page File, Crash Du.. 57310 GB 36246 GB 63 % Neo
C@HP_TOOLS (E) Simple Basic FAT32 Healthy (Primary Partition) 99 MB 84 MB 85 % No

s RECOVERY (D:) Simple Basic NTFS Healthy (Primary Partition} 2278 GB 332GB 15% Mo

8 5YSTEM Simple Basic NTFS Healthy (System, Active, Primary P... 199 MB 165 MB 83 % No

« il ] b

-
EaDisk 0 ! ____________________________! I =
Basic SYSTEM (] RECOVERY (D:) HP_TOOLS (E)
39617 GB |199 MB NTFS 573.10 GB NTFS 22.78 GB NTFS 103 MB FAT32 A
Online Healthy (System, Aci | | Healthy (Boot, Page File, Crash Dump, Primary Partition; | Healthy (Primary Partition) Healthy (Primary | ||=
ico-romo

DVD (F)

No Media | %

B Unallocated Wl Primary partition

Understanding FAT, FAT32, and NTFS

Most Windows Vista and Windows 7 users use NTFS because it supports larger disks (up
to 256 terabytes [TB]!) than FAT32 or FAT, and NTFS-formatted files and folders provide

better security. It’s also more reliable, with built-in features for recovering from disk errors

PROPHET-NTEFORRE S

FAT32 and FAT (which is seldom used today) were popular in earlier versions of Windows
(such as Windows 95, Windows 98, Windows Millenium Edition, Windows NT, and
Windows 2000). The limitations of FAT32 make it less desirable than N'TES:

* A FAT32 partition is limited to a maximum size of 32 gigabytes (GB).

¢ The maximum size of a file that can be stored on a FAT32 volume is 4 GB.

So why use FAT32? Many universal serial bus (USB) flash drives come formatted as FAT32
to be compatible with a large variety of operating systems. If you plan to configure your
computer for multi-booting, where you choose at startup which operating system you
want to load, you might need to format a partition with FAT32 if that partition will run
Windows 95, Windows 98, or Windows Millenium Edition.

Table 4-1 compares attributes of FAT, FAT32, and NTFS.

FILE SYSTEM MAXiMumM PARTITION SIZE Maximum FILE Si1zZE

FAT 2 GB 2 GB

FAT32 32 GB 4GB

NTFS 256 TB Limited by size of volume on

which it resides
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You can usually convert a FAT or FAT32 partition to NTFS with few to no problems. One
hitch you might run into is if the disk is nearly full. The conversion process (Convert.exe)
needs a certain amount of free disk space to work properly. If there is insufficient free disk
space, Convert.exe will notify you.

Converting to NTES is a one-way process. After you convert a drive to NTES, you cannot
convert it back to FAT or FAT32. You can reformat an NTES drive to FAT32, but you
would need to back up all of your data first and then copy it back.

You can also convert to FAT32 from a different type of file system, although you need to
keep the FAT32 size limitations in mind. If the partition you want to format is larger than
32 GB, the conversion process won't be successful.

Before converting a disk from one file system to another, back up your data, if possible. If you
have a relatively small number of files on a disk, and no system files or programs installed, it’s
better to back up the data to a different storage medium and then format the disk.

© CONVERT A HARD DISK TO NTFS
GET READY. To convert a hard disk to NTES format, perform the following steps:

1. Click Start > Computer. In the Computer window (see Figure 4-21), note the name of
the drive you want to convert and the volume label. You can also get this information
from the Disk Management snap-in.

Figure 4-21 Drive (volume) label and drive letter
- = | o W W O e, | - o
i GENSEDPRODUE
@n\:‘/nvh' v Computer » || = || - | +3 | | Search Cu;ﬂ.-?f' P |

Organize » Systemn properties Uninstall or change a program Map network drive Open Control Panel B« [ @

=

4757 Favorites r 4 Hard Disk|Drives (3)
°
B Desktop Local Disk (C:) RECOVERY (D:)
& Downloads ﬁ"’—" —— T —
Dropbox 362 GB free of 573 GB W 3.32 GB free of 22.7 GB
i
“El Recent Places HP_TOOLS (E)
—~
S 5.1 MB frec of 993 M
4| Libraries . .
rl
5 @ Documanic ) Devices with Removable Storage (1)
b o) Music 3 " ]
BD-ROM Drive (F:
I» [ Pictures @ il
4 gﬁ Projects
4
> B Videos Other (1)

Carbonite Backup Drive
3 i@ Homegroup System Folder

| a8 Computer |_
i &, Local Disk (C3)
I = RECOVERY (D)
I = HP_TOOLS (E:) .

. | HPDVT Workgroup: WORKGROUP Memory: 8.00 GB
¥ | Processor: Intel(R) Core(TM) i5 CP...

2. Close the Computer window and make sure no programs are running, including anti-
virus and firewall programs. You should disconnect your computer from the Internet
as a safety precaution.
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3. Click Start, type cmd in the Search programs and files search box, right-click cmd.
exe in the resulting list, and then select Run as administrator. If you're prompted for
an administrator password or confirmation, type the password or provide confirmation.

4. At the command prompt, type convert drive_letter: /fs:ntfs, where drive_letter is the

letter of the drive you want to convert. (See Figure 4-22.) Press Enter. For example,
typing convert G: /fs:ntfs and pressing Enter converts drive G to NTFS.

Flgure 4-22 Bl C\Windows\system32\omd.exe E@ﬂ

1 Microsoft Windows [Version 6.1.76811
The convert command ina Copyright (c> 288? Microsoft Corporation. All rights reserved.

command-prompt window C:\Users~Student>convert G: sfs:ntfs

5. A message displays, prompting you for the volume label. Type the volume label of the
drive you're converting and press Enter.

The conversion begins and might take several minutes to more than an hour, depend-
ing on the size of the disk and the amount of data stored on it. A message displays
when the conversion is finished. If the drive contains system files, you'll need to
restart your computer before use.

To compare FAT32 and NTFS, go to http:/windows.microsoft.com/en-US/windows7/Comparing-NTFS-and-FAT32-file-
systems. To learn how to convert a hard disk or partition to NTFS, see http://windows.microsoft.com/en-US/windows7/

Convert-a-hard-disk-or-partition-to-NTFS-format. For considerations when converting to FAT32 from a different file
system, read http://windows.microsoft.com/en-US/windows7/Convert-a-hard-disk-or-partition-to-FAT32-format

LICENS

Exploring and Managing Libraries

Libraries were introduced in Windows 7. A library looks like an ordinary folder, but it is
¥ a virtual folder that simply points to files and folders in different locations on a hard disk,
network drive, or external drive.

In Windows 7, a library is a virtual folder that can display content from different locations
(folders, for example) on your computer or an external drive. A library looks like an ordinary
folder but simply points to files and folders that are located elsewhere. You access libraries in
Windows Explorer, just like you do files and folders.

Windows 7 includes several default libraries (see Figure 4-23):

* Documents library: Stores word-processing documents, spreadsheets, and similar files

* Music library: Stores audio files, such as those youve downloaded from the Web, trans-
ferred from a portable device (music player), or ripped from a CD

* Pictures library: Stores digital image files
* Videos library: Stores video files
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Figure 4-23

Default libraries in Windows 7

CERTIFICATION READY
How are multiple local
locations added to a
library?

CERTIFICATION READY
How is a networked
location added to a
library?

4.4

Offline Files were cov-
ered in Lesson 3. The
Windows 7 libraries
FAQ, mentioned in the
More Information bar
at the end of this sec-
tion, offers a pointer for
getting help with search
indexing.

@

o o5 e |
@'\-J‘;“n v Libraries » 7 ‘*’?H Search Libranes R
Organize v Mew library B« [ .;@
7 Favorites Libraries
Ml Desktop Open a library to see your files and arrange them by folder, date, and other properties.

& Downloads

_h Music

& Documents

Dropbox
. g Library =, Library
=i Recent Places S Y S Library
- Pictures
,JrL\branes S e
j Documents s
-. Music

[=] Pictures

B videos

o& Homegroup \

Default libraries in
navigation pane

Default libraries
18 Computer
&, Local Disk (C)
= RECOVERY (D)
= HP_TOOLS (E)

‘:‘y MNetwork

4 items

Each default library contains a “My” folder that matches the library name. For example,
the Documents library contains a My Documents folder, the Music library contains a My
Music folder, and sg.on, Librarjes and folders are unigue for each Windows user account
on @ computcr=Fol example; if] thgry users §hatq the sime gomiputet-afid caell brser hras 2
user account, each has separate libraries and folders. Windows 7 stores data files in C:\
Users\username.

Adding Local and Networked Locations to a Library

Want to create a new library, add local locations to a library, or add a networked location to a
library? All of these tasks are easy to do.

When creating a new library, you must include at least one folder within the library for
organizational purposes. You can then copy, move, or save files to the folder in the library.

You can add a location such as a folder on your C: drive, a second hard drive in your computer,
or an external drive to an existing library. Just navigate to the folder in Windows Explorer,
select it, click Include in library on the toolbar, and select the library to which you want to add
the folder. You can also add multiple folders to a single library.

The same principal applies to networked locations. The only caveat with a networked location
is that it must be added to the search index or be available offline before you can add it to a
library.

ADD A FOLDER TO A LIBRARY
GET READY. To add a folder to a library, perform the following steps:

1. Click Start > Computer. Windows Explorer opens. (You can also open Windows
Explorer by clicking Start and then clicking Documents.)




Figure 4-24

Selecting a library in which to
include a folder
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2. In Windows Explorer, use the navigation pane on the left to locate the folder you want
to include in a library and click to select it. The folder cannot already be included in
another library.

3. On the toolbar, click Include in library (see Figure 4-24), and then click a library
(such as Documents, Music, Pictures, or Videos).

Include in library command

(=[5 b
@Uv|& » Computer » Local Disk (C:) | » - | ‘? | | Search Local Disk (C;) pel |
Organize + 73 Open Include in library = Share with = Burn Mew folder = ~ [ @
¥ Favorites =] Documents Date modified Type Size =
P Deskiop s 30cab1838 9/17/2011T:22PM  Filefolder
18 Downloads (|| Frerures deb0ecash 9/14/20113:38 AM  File folder
| Dropbox : e kfb3a 9/15/2011 550 AM  Filefolder 3
5] Recent Places Videe 9/14/201111:30 AM  File folder
gﬂ Create new library 9/15/2011 8:43 AM File folder
=l Libraries . Hewlett-Packard 4/12/2011 6:42 PM File folder
@ Documents L HP 6/26/2010 5:26 AM  File folder
o Music B ntel 12/29/20101:03 AM ~ File folder
Pictures .. IntelligentSolutions-Project 9/19/2011 5:47 AM  File folder
rgﬂ Projects MS0OCache 2/1/2011 2:57 PM File folder
B videos .. Perflogs 7/13/200910:20 PM  File folder
.. Program Files 8/10/2011 5:34 PM File folder
i@ Homegroup * Program Files (x86) 9/10/2011 8:33 AM  File folder
PruzramData FOIder to be 9/13/2011 10:00 AM  File folder
1% Computer L Pub_inc included ina 550000 1000 b Eifotder
&L Local Disk () ibrary :
O ) s
PRODUC |
7 IntelligentSolutions-Projeet Date modified: 9/19/2011 5:47 AM
[ File folder

To include a folder on an external drive in a library, follow the previous steps but navigate to
the folder on your external hard drive that you want to include. Make sure the external hard
drive is connected to your computer and that your computer recognizes the device—it should
be listed in Windows Explorer near your C: drive. You can't include content on removable
media, such as a CD or DVD, in a library. Some USB flash drives devices dont work with
libraries either.

ADD A FOLDER TO THE PICTURES LIBRARY

GET READY. Adding photos from various locations to the Pictures library requires a few
different steps. To add photos in a folder that’s already in another library (such as Documents)
to the Pictures library, perform the following steps:

1. In Windows Explorer, navigate to and click the Pictures library to open it.
2. Click the locations hyperlink at the top of the main pane (see Figure 4-25).
3. The Pictures Library Locations dialog box displays (see Figure 4-26). Click Add.
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Figure 4-25 (=6 ]
The locations hyperlmk IS . @Ovh;] v Libraries » Pictures » - | 4 | | Search Pictures pe |
located at the top of the main - — = e p——
pane Organize = Share with = New folder = ~ i @
4 5% Favorites — Pictures ||b_rary R
M Deskiop Includes: 2 locations
4 Downloads

%l Recent Places This folder is empty.

Locations hyperlink
45 Libraries
[ @ Documents
[> Ji Music
| I* ] Pictures
- B Videos

m

I ) Homegroup

b 18 Computer

-

E.l 0 items State: 28 Shared
-,

<7
T - F
Figure 4-26 i) Pictures Library Locations =
Pictures Library Locations
dialog b . ;
1alog box Change how this library gathers its contents
ot VRELET Y i a faldamin a librarythefiles appeay inthe libeary, cgatin b g
LICENSESFREDUCT NO T FORRESALE
' Library locations
. Add...
; My Pictures Default save location
ChUsers\Student\Pictures |F‘—|
lemove
i Public Pictures
“ CA\Users\Public\Pictures
Learn more about libraries
| | ok || cancel

4. Navigate to the folder that contains the images you want to include in the Pictures
library (in this example, a folder named “Report images”), click the folder, and then
click Include folder.

5. The Pictures Library Locations dialog box displays the newly added folder (see Figure 4-27).
Click OK.
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Figure 4-27 G [
J [&5] Pictures Library Locations u

Pictures Library Locations

dialog box displaying a newly

added folder Change how this library gathers its contents

When you include a folder in a library, the files appear in the library, but continue to be stored
in their original locations,

Library locations

. Add...
; My Pictures Default save location

ChUsersh Student Pictures e
| Remowve |

l Public Pictures

ChUsershPublichPictures

, Report images

ChUsers\StudenttDocumentsiGeneral Docs\Report images

N

Newly added folder

Learmmore about libraries
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The photos remain in the original location, but can now be accessed from the Pictures library.

O ADD A NETWORKED LOCATION TO A LIBRARY
GET READY. To add a networked location to a library, perform the following steps:

1. In Windows Explorer, in the navigation pane, click Network.

2. Navigate to the folder on your network that you want to include in a library on your
computer.

3. On the toolbar, click Include in library, and then click a library.

Remember, content in a network location must be indexed for search or available offline in
order to include it in a library.

O CREATE A NEW LIBRARY
GET READY. To create a new library, perform the following steps:

1. In Windows Explorer, in the navigation pane, click Libraries (unless Libraries is
already displayed).

2. On the toolbar, click New library.

3. Type a name for the library (see Figure 4-28) and then press Enter.
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Figure 4-28

Creating a new library

LICEN

f o |
@uv‘_ﬂ » Libraries » - ‘€,| ‘ Search Libraries Pl
Organize » = Open Share with Burn New library B I @

W Favorites — Libraries
Bl Desktop Open a library to see your files and arrange them by folder, date, and other properties.
& Downloads =
Dropbox | u Documents ] Music
Y B Lib Library
= Recent Places o Y e -orary
£ | Pictures Videos
[l Libsaties H» Librar @ Library
= Documents H‘/
e @
&) Mew Library | ‘L_;.|/ Lbrary” @
[E= Pictures
E Videos
@ Homegroup
1 Computer Enter a name for the new library
£ Local Disk (C3)
a RECOVERY (D)
a HP_TOOLS (E)

@‘! Network

d — New Library Date modified: 9/14/2011 3:26 AM
;‘\le/ Library

The newly created library has the same functionality as the default libraries. After double-
clicking the new library to open it, click the Include a folder button, use the navigation pane
to find a folder you want to include, click it, and then click fnclude folder.

ERODUCT NOT FORRESALE

For more information about Windows 7 libraries, visit http://windows.microsoft.com/en-US/windows7/products/
features/libraries. You might also-want to read the Windows 7 libraries FAQ at http://windows.microsoft.com/
en-US/windows7/Libraries-frequently-asked-questions

Encrypting and Compressing Files and Folders

¥

THE BOTTOM LINE

TAKE NOTE

Windows 7 Starter,
Home Basic, and Home
Premium do not fully
support EFS.

CERTIFICATION READY
How are files and folders

encrypted using Encrypting
File System (EFS)?

Encrypting files and folders protects them from unwanted access. Microsoft uses the
Encrypting File System (EFS) to encrypt individual files and folders in Windows Vista and
Windows 7.

Encryption protects the contents of files and folders from unauthorized access. Windows uses
Encrypting File System (EFS) to allow users to encrypt information on hard disks, external
flash disks, CDs, DVDs, backup tapes, and other types of physical media. Files and folders
are not encrypted in Windows 7 by default; however, users can enforce encryption on data
files, folders, and entire drives. Encrypted (EFS) files and folders are displayed in green in
Windows Explorer.

Understanding Encrypting File System (EFS)

The data in an encrypted file is “scrambled” buc still readable and usable by the user who
encrypted the file; that user—and any other authorized users—can open and change the file
as necessary. However, an unauthorized user who tries to open the file or copy it receives an



TAKE NOTE

It’s more efficient to
encrypt at the folder
level rather than the file
level. New files added

to the folder will also be
encrypted.

TAKE NOTE

Encrypted files can be
significantly larger than
unencrypted files, and
the encryption/
decryption process can
add significant process-
ing overhead.

Q

LIG

The Advanced Attributes
dialog box
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“Access Denied” message. Only the original owner and the computer’s designated recovery
agent can access encrypted files. The designated recovery agent is the Administrator account,
by default, on a local computer or in a domain.

A file created in or moved to an encrypted folder is automatically encrypted. The folder itself
isn’t encrypted; however, a user with appropriate file access permissions can see the names of

the files in the folder.

When you mark a file for encryption, Windows generates a large, random number—a unique
encryption key. The key is used to scramble the contents of the file. This encryption key is
also encrypted with a personal file encryption certificate, which is stored in the Windows
Certificate database. The file’s encryption key is stored along with the file.

When you're logged on to Windows and attempt to open an encrypted file, Windows
retrieves your personal EFS certificate, decodes the file’s unique encryption key, and uses that
key to decode the contents of the file.

If you lose an encryption key or your EFS certificate, or one of them becomes damaged, you
could lose your data. It’s important to back up your encryption key(s) and certificate and
keep them in a safe place. You should also consider creating a file recovery certificate.

ENCRYPT A FILE OR FOLDER

GET READY. To encrypt and decrypt a file or folder, perform the following steps:

1. In Windows Explorer, right-click the file or folder you want to encrypt, and then click
Properties. The Properties dialog box displays.

2. 0On the General tab, click Advanced. The Advanced Attributes dialog box displays (see
Figure 4-29).

PRODUCT NOQLEQRRESALE

E: Choose the settings you want for this folder.

When you dick OK or Apply on the Properties dialog, you will be
asked if you want the changes to affect all subfolders and files
as well,

Archive and Index atiributes

[ Folder is ready for archiving
Allow files in this folder to have contents indexed in addition to file

properties |
|
Compress or Encrypt attributes |
]
[] Compress contents to save disk space
[] Encrypt contents to secure data Details
oK ] [ Cancel ]

)

3. Select the Encrypt contents to secure data check box, and then click OK.
Click OK to accept your settings and close the Properties dialog box.

P

5. The Confirm Attribute Changes dialog box displays (see Figure 4-30). Choose either
Apply changes to this folder only or Apply changes to this folder, subfolders and
files.
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Figure 4-30

The Confirm Attribute Changes
dialog box

Figure 4-31

ol RS

"

Confirm Attribute Changes

You have chosen to make the following attribute changes:

encrypt

Do you want to apply this change to this folder only, or do you want to
apply it to all subfolders and files as well?

(") Apply changes to this folder only
@ Apply changes to this folder, subfolders and filles

OK

][ Cancel ]

6. Click OK.

e o amm e

As Windows encrypts the folder, you are reminded to back up your encryption key. Microsoft
recommends that you back up the encryption key immediately. Click the balloon reminder
and follow the prompts.

An encrypted folder displays in green in the Windows Explorer file list (see the Books folder
in Figure 4-31) so you can see at a glance that it’s encrypted.

e =\ AN\ h — 1 - oA PN
FPROBUCT NOTLRFORSRESAFE
Organize w | Open Share with = Burn MNew folder B= = [ ®
't Favorites = Documents library SRR
Pl Desktop Includes: 2 locations
_ﬂ Downloads MName : Date modified Type S
&l Recent Places
). Books, 9/16/2011 3:54 AM  File folder
2 Libraries | Genera 9/19/2011 6:04 AM File folder
@ e —— Ju Projects 9/5/201111:15 AM  File folder
ds M 3 |, Remote Assistange Logs 9/5/201111:51 AM  File folder
- L Tem 9/16/2011 3:54 AM  File folder
[E5] Pictures P
B Videos . Theater This folder is in 8/16/2011 9:38 AM  File folder
% BlogSmog a green lont, 4/13/2011 3:03 PM Office Open XML ...
My Report s ke 8/10/2011 3:02 PM  Office Open XML ...
) Homegroup hii which indicates S
encryption
- Computer i
&, Local Disk (C)
sl < [ 3
.I Books State: 28 Shared Shared with: Homegroup
jll File folder Date modified: 9/16/2011 3:54 AM

O DECRYPT A FILE OR FOLDER
GET READY. To decrypt a file or folder, perform the following steps:

1. Right-click the file or folder you want to decrypt, and then click Properties.
2. C(lick the General tab, and then click Advanced.
3. Deselect the Encrypt contents to secure data check box, and then click OK.
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© BACK UP YOUR EFS CERTIFICATE
GET READY. To back up your EFS certificate, perform the following steps:

Figure 4-32

Personal certificates in
Certificate Manager

LICENSED

== MORE INFORMATION

1.

2.

Click Start and in the Search programs and files search box, type certmgr.msc then
click certmgr in the resulting list. The Certificate Manager displays.

Expand the Personal folder by clicking its arrow.

3. Click Certificates. The user’s personal certificates are listed (see Figure 4-32).
B o e — [E=STEEE™)
File Action View Help
e | xEalc=zHmE
G Certificates - Current User Issued To IssuedBy  Expiration Date Intended Purposes Friendly Name
4 [ Personal % ]student Student  8/26/2111 Encrypting File System  <Nones

| Certificates
> [ Trusted Root Certification Authorities
i [7] Enterprise Trust
> [ Intermediate Certification Authorities
1> [Z] Active Directory User Object
> [| Trusted Publishers
> [] Untrusted Certificates
i [] Third-Party Root Certification Authorities
> [ Trusted People
1> [Z] Smart Card Trusted Roots

Certificates appear here

4 1 }

Personal store contains 1 certificate.

5.

11.
12.

PRI Mt dot I G ebinglrds ) in R Fevefaed bokpokes

column. If there is more than one EFS certificate, select all of them.

Click the Action menu, point to All Tasks, and then click Export. The Export wizard
starts.

Click Next.

. Leave the Yes, export the private key option selected (see Figure 4-33) and then

click Next.

. Click Personal Information Exchange, and then click Next.

Type the password you want to use, confirm it, and then click Next.

. The wizard creates a file to store the certificate. Click Browse and navigate to the

location where you want to save the file, and then enter a name for the file. Click
Save.

In the next screen, click Next.
Click Finish, and then click OK.

Be sure to back up the certificate file to a location that is different from where it’s saved. For
example, if you saved the file on your computer’s hard disk, copy the file to removable media
or a network location.

For details about EFS, visit http://windows.microsoft.com/en-US/windows7/What-is-Encrypting-File-System-EFS.
To learn more about backing up an EFS certificate, go to http://windows.microsoft.com/en-US/windows7/Back-
up-Encrypting-File-System-EFS-certificate
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Figure 4-33

Using the Certificate Export

Wizard

i N
Certificate Export Wizard M

Export Private Key
‘You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
(@) Yes, export the private key

(7 Mo, do not export the private key

Learn more about exporting private keys

[ < Back ][ Mext = ][ Cancel ]

A
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CERTIFICATION READY
How are files or folders

compressed?

TAKE NOTE

)mpression

Compression allows you to save disk space by reducing the size of files and folders
without affecting their content.

Compression is the process of decreasing the size of files or folders without affecting the files’
content. The purpose of compression is to decrease large files that would otherwise use a lot
of storage space. Because files often include a lot of redundant, repeated data, compressing
them replaces repeated data with pointers to the data. The pointers take up much less space
than the repeated data, so the size of the file is reduced.

You cannot encrypt files or folders that are compressed. If you want to encrypt a
compressed file or folder, you must decompress it first.

COMPRESS A FILE OR FOLDER
GET READY. To compress a file or folder, perform the following steps:

1. In Windows Explorer, right-click the file or folder you want to compress, and then
click Properties. The Properties dialog box displays.

2. On the General tab, click Advanced. The Advanced Attributes dialog box displays (see
Figure 4-34).

3. Select the Compress contents to save disk space check box, and then click OK.



Figure 4-34

The Advanced Attributes
dialog box

CERTIFICATION READY
What is the purpose of
BitLocker?

CERTIFICATION READY
How does BitLocker
encrypt and protect a
hard drive?

TAKE NOTE
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r B
Advanced Attnbutes lﬂ

E: Choose the settings you want for this folder.

When you dick OK or Apply on the Properties dialog, you wil be
asked if you want the changes to affect all subfolders and files
as well.

Archive and Index attributes

[] Folder is ready for archiving
Allow files in this folder to have contents indexed in addition to file

properties
Compress or Encrypt attributes

[ compress contents to save disk space
|:| Encrypt contents to secure data Details

[ OK ]l Cancel ]

The compressed file or folder displays in blue in Windows Explorer. To uncompress the file
or folder, select it, return to the Advanced Attributes dialog box, and deselect the Compress
contents to save disk space check box.

Understanding BitLocker

RRODLIGT.NQI-RQRRESALE.

ized users. BitLocker To Go protects removable drives, such as external flash drives. You
can encrypt drives with BitLocker in Windows Ultimate and Enterprise editions only.

BitLocker Drive Encryption is another method of protecting data stored on a fixed drive

in a Windows computer. BitLocker encrypts the entire drive, rather than individual files and
folders. The complementary BitLocker To Go protects data on removable data drives, such as
an external flash drive.

BitLocker encryption is available in Windows 7 Ultimate and Enterprise editions, not in
Professional, Home Premium, or Starter.

When you add new files to a BitLocker-encrypted disk, the files are encrypted automatically.
If you copy the files to another drive, BitLocker automatically decrypts the files, which means
they’re no longer protected.

Anytime you start a computer on which the operating system disk is BitLocker-encrypted,
BitLocker scans the drive for security risks. If BitLocker detects a potential security risk such as
a change to the startup files, it locks Windows (prevents it from running) and requires the user
to provide the BitLocker recovery key to unlock Windows. This ensures that unauthorized
users cannot access the system to steal files or somehow damage the system or data.

Some computers have a Trusted Platform Module (TPM) chip on the motherboard. If the
chip is present, BitLocker uses the TPM chip to protect the BitLocker keys. When a user
starts a computer with a TPM chip and with BitLocker enabled, BitLocker requests the keys
from the TPM and unlocks the system.
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itLocker Drive Encryption encrypts an entire drive. EFS protects individual files and

ace nore s
folders on any drive on a per-user basis.

You can turn off BitLocker at any time by suspending it temporarily or decrypting the drive.

OT

URN ON BITLOCKER DRIVE ENCRYPTION

G

ET READY. To turn on BitLocker Drive Encryption, perform the following steps:
1. Click Start > Control Panel > System and Security > BitLocker Drive Encryption

2. Click Turn On BitLocker for the operating system drive (see Figure 4-35). Provide an

administrative password or confirm to continue, when prompted.

Figure 4-35

=ro

Turning on BitLocker %v|% <« Systern and Security » BitLocker Drive Encryption - : 4y | | Search Control Panel o |
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Loudrol Pane LN Help protect your files and folders by encrypting your drives

®

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the drives shown below.

You are able to use the computer normally, but unauthorized users cannot read or use your files,

What should I know about BitLocker Drive Encryption before I turn it on?

BitLocker Drive Encryption - Hard Disk Drives

C
& o«

’{';‘ Tumn On BitLocker

Turn On BitLocker link
See also
& TPM Administration
f&' Disk Management

Read our privacy statement
online

RIRESAL

BitLocker scans your computer to ensure that it meets the BitLocker system
requirements.

3. When the BitLocker Setup Wizard starts, follow the prompts to choose how to store
the recovery key.

4. When prompted, confirm that the Run BitLocker system check check box is selected

and then click Continue to encrypt the drive.
5. Restart the computer by clicking Restart now.

E

The encryption process might take several minutes to more than an hour. Windows displays a
completion message when the encryption process is finished.

== MORE INFORMATION

For more information about BitLocker Drive Encryption, visit http://windows.microsoft.com/en-US/windows7/
products/features/bitlocker. For step-by-step deployment instructions, see http://technet.microsoft.com/en-us/
library/dd835565(WS. 10).aspx
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SKILL SUMMARY

IN THIS LESSON YOU LEARNED:

You install applications, or programs, either at the local level or the network level. A local
installation results in the software files running directly from a computer. Installing over a
network generally means the software files are made available from an application server
on a network. The network method, along with Group Policy, gives an administrator more
efficient control over who can use the software and who can remove it.

Use the Programs and Features applet in Control Panel to uninstall a local application
from a Windows 7 computer.

In @ Windows network in a domain environment, administrators can use Group Policy to
ease the burden of administering and managing many users and client computers. Group
Policy lets you control who can install software, and on which computers, and helps you
push software updates and security configurations across the network.

Services run in the background on a Windows system to help the operating system run
other programs. The Services console is the central management point of services in
Windows Vista and Windows 7.

Use MSCONFIG (also known as the System Configuration utility) to troubleshoot and
diagnose startup problems.

The three primary types of file systems for Windows are FAT, FAT32, and NTFS. It's best to
use NTFS-formatted disks for Windows Vista and Windows 7. NTFS handles small to very
large hard disks, provides better security, and is the most reliable.

Libraries-were introduced in Windows:7.A-library-looks like an ordinary folder, but it is a
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Encrypting files and folders protects them from unwanted access. Microsoft uses the Encrypting
File System (EFS) to encrypt individual files and folders in Windows Vista and Windows 7.

Compression allows you to save disk space by reducing the size of files and folders
without affecting their content.

BitLocker Drive Encryption encrypts an entire fixed disk to prevent access by unauthorized
users. BitLocker To Go protects removable drives, such as external flash drives. You can encrypt
drives with BitLocker in Windows Ultimate and Enterprise editions only.

Knowledge Assessment

Fill

in the Blank

Complete the following sentences by writing the correct word or words in the blanks provided.

1.

P

3.

An is a program that runs “on top” of the operating system and helps a

user perform a specific task, such as word processing, appointment scheduling, or accounting,

is a collection of settings (policies) stored in Active Directory on a

Windows network.

Windows uses to handle requests for print spooling, file indexing, task

scheduling, the Windows Firewall, and much more.
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4. allows you to enable or disable startup services, set boot options such
as booting into Safe Mode, access tools like Action Center and Event Viewer, and more.

5. Most Windows Vista and Windows 7 users use the file system because
it supports larger disks than FAT32 or FAT.

6. Using Group Policy, you can (or publish) an application to all users or
computers in a designated group.

7. In Windows 7, a is a virtual folder that can display content from dif-
ferent locations (folders, for example) on your computer or an external drive.

8. Windows uses to allow users to encrypt information on hard disks,
external flash disks, CDs, DVDs, backup tapes, and other types of physical media.

Ok is the process of decreasing the size of files or folders without affecting
the files” content.

10. encrypts an entire drive, rather than individual files and folders on a disk.

Multiple Choice
Circle the letter that corresponds to the best answer.

1. Which of the following can you do in the Programs and Features applet in Control Panel?
a. Install an application
b. Uninstall an application
c.. Encryptan application’s files
d. Compress an application’s files

LICENSELRROENICT.ROT-FORRESALE

b. Encrypt a user’s files
c. Update an application
d. Install applications from a network location

3. Which of the following do you access to enter Safe Mode the next time the computer starts?
a. The General tab
b. The Boot tab
c. The Startup tab

d. Services console

4. You are in the System Configuration utility and want to run Performance Monitor.
Which tab do you select to start Performance Monitor?
a. General
b. Startup
c. Services

d. Tools

5. What is the maximum disk size NTFS can handle?
a. 32 GB
b. 256 GB
c. 32TB
d. 256 TB

6. Which of the following are default libraries in Windows 72 (Choose all that apply.)
a. Documents
b. Photos
c. Audio
d. Videos
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7. Which of the following settings is not configurable from the Screen Resolution window?
a. Orientation
b. Font color
c. Display
d. Windows theme

8. Where are EFS certificates stored?
a. EFS Certificate database
b. Windows Certificate database
c. Certificate library
d. Documents library

9. After you compress a folder, in what color does it display in Windows Explorer?
a. Blue
b. Green
c. Black
d. Red

10. BitLocker can use a chip, found on some computers, to protect BitLocker encryption
keys. What is the name of the chip?
a. Trusted Platform Module
b. Trusted Protection Module
c. Encryption Platform Module
d. Trusted Hard Drive Module

True / False
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. Use Programs and Features to install applications in Windows 7.
. Objects in Active Directory are linked to Group Policy objects (GPOs).
. A Windows 7 system can have more than 100 services running at any one time.

. Use the Tools tab in System Configuration to enable or disable services.

i e
T kP M
AN S I S

. EFS and BitLocker Drive Encryption are the same thing.

Competency Assessment

Scenario 4-1: Resolving Technical Problems

One of your co-workers reports that the network printer won't print. She says she has sent a
print job at least 10 times but nothing prints, and she’s sure the printer has paper and toner.
As an IT technician, what do you do to resolve this problem?

Scenario 4-2: Protecting Laptop Computers

Henry, a traveling salesperson at your company, left his laptop at the airport on his last

trip. The laptop was never recovered. His new laptop arrived yesterday and you installed
Windows 7 Enterprise and productivity applications and restored data from a backup. What
should you do to the laptop to protect all programs and data on the computer in the event
of loss or theft?
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Proficiency Assessment

Scenario 4-3: Uninstalling Local Software

Henry, the salesperson, left on an extended business trip to Asia. He called you one day and
asked if the voice transcription software could be deleted from his computer. He doesn't use it
after all and doesn’t want it taking up space. What do you tell Henry to help him remove the
software on his own?

Scenario 4-4: Adding Locations to a Library

Maria has two folders named AP and AR at the root of her hard disk (located at C:\). She
wants to access them when she opens the Documents library. How do you advise Maria?
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